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Hack Your Company Before the Hackers Do!
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What we’re going to cover

• Introduction

• Cybersecurity Stats and Current Events

• Ransomware

• Let’s Talk About Your Cybersecurity

• Evaluating Cyber Risk for Your Company

• How to Respond to a Cyber Incident

• Hack Your Company

• Cyber Liability Insurance Denial

• Best Practices and Survival Guide Checklist

• Q & A
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Who is Machado Consulting?

• Started in 2001 and headquartered in central New England

• Service-Disabled Veteran Owned Small Business (SDVOSB)

• Machado Consulting has 30 employees

• All providing Exceptional customer service 

• Founded on the principal that all companies deserve great tech support

• We support businesses throughout New England and nationwide. 

• We are a professional managed services company that specializes in helping small to 
midsize businesses manage their technology resources. We focus on maintaining and 
supporting your technology so that you can focus on what you do best, growing and 
managing your business.
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We love helping people, period.
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Our vision is to be the most trusted partner

of our clients and community by providing 

industry-leading technology solutions and 

raving fan like customer service. 
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No Sales gimmicks
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No Scare Tactics
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I’m here to help and hopefully educate
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Scary Cybersecurity Statistics

The odds are good that your personal 
information has already been compromised. 

According to IBM, data breaches have collectively leaked more than 11.7 billion 
records during the past three years alone. 

And investment bank UBS says the number of cybersecurity incidents is 
increasing by 20% to 30% per year.

Source: USA Today



11



12

At least 526 of the 714 breaches reported in 2021 were categorized as 
Hacking/IT Incidents.

These incidents accounted for 94 percent of the total records 
breached – a staggering 43.1 million records in 2021.
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Scary Cybersecurity Statistics

It takes most companies 6+ months to 
detect and report a data breach. 

On average, companies take 197 days to identify a breach and 69 days to 
contain it according to IBM. 

By the time you’re notified, credit card details, passwords and personal 
information like social security numbers may already be compromised.
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Scary Cybersecurity Statistics

In 2018, the Federal Trade Commission 
processed 1.4 million fraud reports 
totaling $1.48 billion in losses.
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Scary Cybersecurity Statistics

In 2021, the Federal Trade Commission 
processed 2.8 million fraud reports 
totaling $5.8 billion in losses. 

A 70% increase over 2020 numbers!
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Scary Cybersecurity Statistics

Cybercrime Complaints, 2000-2020 (in 1000’s from the Internet Crime Complaint Center)
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Scary Cybersecurity Statistics

According to a study by The University of 
Texas at Austin, emotional distress tops the 
list of consequences reported by fraud 
victims with 80% saying they experienced 
medium to high levels of distress.
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Scary Cybersecurity Statistics
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Scary Cybersecurity Statistics

Juniper Research reports that cybercrime will cost 
businesses over $8 trillion in the next 5 years.

Juniper found that SMBs are particularly at risk from 
cyberattacks, because spending is less than $4,000 
on cybersecurity measures this year. 
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The 2021 Verizon Data Breach Investigations Report found that 61% of breaches 
involved the use of stolen credentials and 85% of breaches involved a human element.

Scary Cybersecurity Statistics
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Scary Cybersecurity Statistics

A Logmein study found that 91% of people know reusing 
passwords is poor practice, but 59% still reuse their 
passwords everywhere – at home and at work.

The same Logmein study found that 53% of respondents 
said they hadn’t changed their passwords in the past 12 
months even though they were aware of the risks and 
news of a data breach involving compromised 
passwords.
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Scary Cybersecurity Statistics

With so many people using the same username 
and password across multiple accounts, 
cybercriminals make big money selling stolen 
credentials. The availability of stolen data is 
giving rise to account takeover attacks which 
are up 79% – according to Javelin Strategy. 
Both individuals and enterprises are at risk for 
account takeovers.
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Cybersecurity Trends to Watch For

1. Remote workers will continue to be a target for 
cybercriminals.

2. As a side effect of remote workforces, cloud breaches 
will increase.

3. The cybersecurity skills gap will remain an issue.
4. As a result of 5G increasing the bandwidth of 

connected devices, IoT devices will become more 
vulnerable to cyber attacks.
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This won’t happen to me! Right!?
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71% of data breaches happen to 
businesses with less than 100 
employees

“Data breaches don’t just happen to 
large companies like Target and Home 

Depot, they are happening to 
businesses of all sizes.”

Smaller businesses are easy targets

Small and midsize businesses (SMBs) spend less on 
cybersecurity than larger organizations. 
Cybercriminals often target SMBs because they 
have a lot of personally identifiable information that 
can be used for identity theft, tax fraud and other 
financial crimes.

SMBs collect customer, employee and vendor 
names, addresses, social security numbers, dates of 
birth, driver’s licenses and insurance information. 
This information is everything a criminal needs to 
commit identity theft and other cybercrimes.
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60% of small businesses 
go out of business after 
a data breach

Data breaches are expensive and can 
damage a company’s reputation.

Legal, IT, breach notification and identity 
monitoring expenses can add up quickly.   

After a data breach, customers often leave 
a business due to lack of trust, and 
negative publicity keeps newer customers 
from utilizing the services of the business.

Data breaches cause owners and 
employees emotional stress and anxiety.
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Employees are your weakest security link

An IBM study found that 95% of data breaches are caused by employee 
mistakes. These mistakes include falling victim to a phishing or 
ransomware attack, losing a laptop or smartphone, or sending sensitive 
information to the wrong recipient.

Employees need security awareness training to help prevent mistakes 
that can lead to data breaches.
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Ransomware is a type of malware that prevents or limits users 
from accessing their system, either by locking the system's 
screen or by locking the users' files unless a ransom is paid.

More modern ransomware families, collectively categorized as 
crypto-ransomware, encrypt certain file types on infected 
systems and forces users to pay the ransom through certain 
online payment methods to get a decrypt key.
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The evolution of Ransomware
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Ransomware-as-a-Service (RaaS) 
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Why should you care?

• Since 1989, ransomware has become the number one
security risk to businesses and users. 

•According to publicly available information, ransomware 
infections have outnumbered and outpaced data 
breaches over the past 11 years. 
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Review

• Odds are that your information has already been compromised

• It takes companies months to detect and report a data breach

• We lost more than $5.8 billion to fraud in 2021

• Cybercrime expected to rise to over $8 trillion in the next 5 years

• SMB’s are particularly at risk from cyberattacks

• Remote workers will continue to be a target for cybercriminals

• Employees are your weakest security link
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Let’s talk about Your Cybersecurity
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Who is responsible for Cybersecurity?
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Who is responsible?

• Your Computer guy

• Your Phone company

• Your Internet company

• Your Company

• Your CEO

•WE ARE ALL RESPONSIBLE!
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Defense in Depth

Defense in depth uses multiple layers of defense to address technical, personnel 
and operational issues.
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Developing the Human Firewall
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The 5 Traits of a Human Firewall

The security of our organization depends upon you, the human firewall. You help 
prevent security events and control the input and output of sensitive information by 
exhibiting these five traits. 

• Trait 1: Thinking before clicking

• Trait 2: Using situational awareness

• Trait 3: Respecting privileged access

• Trait 4: Reporting incidents immediately

• Trait 5: Always following policy
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Trait 1: Thinking before clicking

Phishing attacks remain the top strategy in every cybercriminal’s playbook. 

They flood organizations with emails containing malicious links and documents, 
knowing that all it takes is one click. 

Generic attacks are easy-to-spot, thanks to their poor grammar, spelling, or awkward 
phrasing. 

Others take a much more sophisticated approach, as in the case of spear phishing, 
which targets specific people and organizations. 

A human firewall reads emails carefully, hovers over links to display the full URL, and 
treats all requests for sensitive data with skepticism.
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Trait 2: Using situational awareness

Situational awareness simply means minding your surroundings, staying alert, and 
never making assumptions. 

For example, if you see an unfamiliar person in an area normally reserved for 
authorized personnel, or notice a secured door left open, don’t ignore it! 

Maintain a clean desk so as not to lose sensitive materials, and shred those materials 
when no longer needed. 

When traveling or working remotely, keep an eye on your personal belongings, stay 
alert for shoulder surfers, and use discretion when accessing or discussing highly 
sensitive information in public. 

These are all basic, non-technical behaviors of a strong human firewall. 
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Trait 3: Respecting privileged access

Access includes everything from login credentials to badges or keycards that allow you 
to enter secured areas. 

Respecting access means ensuring that whatever clearance you’ve been granted never 
gets misused for any reason. 

It means closing and locking doors, preventing tailgating (when someone slips in 
behind you without you knowing), never allowing someone to borrow your 
credentials, locking workstations when not in use, and maintaining strong, unique 
passwords for every account and every device.
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Trait 4: Reporting incidents immediately

A secure door left open, an unknown individual hanging around the office, a phishing 
email, a smart device or computer malfunctioning—we rely on strong human firewalls 
like you, to inform us of these types of incidents as soon as possible. 

If you see something or hear something, say something!

Incidents happen. Reporting them immediately is the only way we can mitigate 
damages and reduce future risk. It doesn’t matter how big or small the incident 
seems. 
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Trait 5: Always following policy

• Human firewalls always follow our organization’s policies and never circumvent them 
for any reason. 

• Why is this so important? Because policies define our security culture. 

• They set the standards for how data is collected, stored, transferred, and destroyed 
when no longer needed. 

• They exist to ensure that the privacy of our employees, clients, consumers, and 
partners remains intact. 

• And while we require that you know and follow policies at all times, we also 
encourage you to ask questions when you’re unsure of something.

• Failure to follow policy could lead to data breaches, ransomware attacks, or other 
damaging security incidents. 
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What about Good Cyber Hygiene?
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Key steps for good cyber hygiene

Good cyber hygiene is a general practice that can help keep you safe and secure online, 
but there are several best practices to ensure your cyber hygiene is the best it can be. 
Here are nine essential steps.

• Step 1: Install reputable antivirus and malware software

• Step 2: Use network firewalls

• Step 3: Update software regularly

• Step 4: Set strong passwords

• Step 5: Use multi-factor authentication

• Step 6: Employ device encryption

• Step 7: Back up regularly

• Step 8: Keep your hard drive clean

• Step 9: Secure your router
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Evaluating Cyber Risk for Your Company
(NIST Special Publication 800-30)
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What we’re going to cover

• What is a Risk

• What is a Cybersecurity Risk

• CIA Triad

• Types of Cybersecurity Threats

• Cybersecurity Targets

• Cyber Risk Profile

• Types of Cybersecurity Risks

• How to Evaluate Cybersecurity Risks
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Risk
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Cybersecurity Risk

An effect of uncertainty on or within 
information and technology. 

Cybersecurity risks relate to the loss of 
confidentiality, integrity, or availability of 
information, data, or information systems 
and reflect the potential adverse impacts 
to organizational operations and assets.

A better, more encompassing definition is the potential loss or harm 
related to technical infrastructure, use of technology or reputation of 
an organization.
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CIA Triad

• Confidentiality – Preserving authorized restrictions on 
information access and disclosure, including means for 
protecting personal privacy and proprietary information.

• Integrity – Guarding against improper information 
modification or destruction and includes ensuring 
information non-repudiation and authenticity.

• Availability – Ensuring timely and reliable access to and 
use of information.
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Types of Cybersecurity Risks

The six most common types of cybersecurity threats:

• Nation states
• Cyber criminals
• Hacktivists
• Insiders and service providers
• Developers of substandard products and services
• Poor configuration of cloud services i.e., AWS S3 buckets
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Cyber Targets

You need to consider the following as potential targets to cyber 
criminals:

• Customer data
• Employee data
• Intellectual property
• Third- and fourth-party vendors
• Product quality and safety
• Contract terms and pricing
• Strategic planning
• Financial data
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Cyber Risk Profile

To understand your organization's cyber risk profile, you need to 
determine what information would be valuable to outsiders or 
cause significant disruption if unavailable or corrupt.

It's increasingly important to identify what information may 
cause financial or reputational damage to your organization if it 
were to be acquired or made public. 

Think about personally identifiable information (PII) like names, 
social security numbers and biometric records.
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Cybersecurity Risk Assessment

You need to understand the following:

• Cybersecurity Risk
• Types of Cybersecurity Threats
• Cyber Risk Profile
• Cyber Targets
• Cybersecurity Risk Model
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Cybersecurity Risk Assessment

Essential Steps for an Effective Cybersecurity Risk Assessment:

1. Identify Threat Sources
2. Identify Threat Events
3. Identify Vulnerabilities
4. Determine the Likelihood of Exploitation
5. Determine Probable Impact
6. Calculate Risk as Combination of Likelihood and Impact
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How to Respond to a Cyber Incident
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CORE RULES

Items you must have or do before you respond to a cyber incident.
• Have an incident response (IR) plan.
• Test, maintain and communicate your IR plan.
• Train your team on the plan at least quarterly.
• Update the plan with learnings and changes quarterly.
• Communicate any and all changes to the plan.
• Ensure the right people are in the right IR roles (and have backups for 

key roles).
• Establish a relationship with a breach attorney.
• Understand attorney/client privilege.
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CORE RULES (continued)

• Understand insurance policies and coverages.
• Maintain copies of client’s insurance policies.
• Make IR planning and testing a requirement with executive buy-in.
• Keep information about the cyber event to only those who need to 

know.
• Don’t put anything in writing unless a breach attorney instructs you to 

do so.
• Don’t use words like breach, hack or attack prematurely. Instead, 

consider using the word “incident.”
• Do not sacrifice forensics data in favor of restoration.
• Rely on experts to help you and establish these relationships with 

experts now—don’t just wait until an event!
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Hack Your Company
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Tools to Hack Your Company (most are free)

Hacking tools you can’t live without

Your toolkit is the most critical item you can possess against hacking — other than hands-on experience and 
common sense. Your hacking tools should consist of the following (and make sure you’re never on the job 
without them):

• Password cracking software, such as ophcrack and Proactive Password Auditor
• Network scanning software, such as Nmap and NetScanTools Pro
• Network vulnerability scanning software, such as LanGuard and Nessus
• Network analyzer software, such as Cain & Abel and CommView
• Wireless network analyzer and software, such as Aircrack-ng and CommView for WiFi
• File search software, such as FileLocator Pro
• Web application vulnerability scanning software, such as Acunetix Web Vulnerability Scanner and Probely
• Database security scanning software, such as SQLPing3
• Exploit software, such as Metasploit
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Commonly hacked ports

Common ports, such as TCP port 443(HTTPS), may be locked down or protected by a web application firewall, 
but other ports may get overlooked and be vulnerable to hackers. In your security tests, be sure to check these 
commonly hacked TCP and UDP ports:

• TCP port 21 — FTP (File Transfer Protocol)
• TCP port 22 — SSH (Secure Shell)
• TCP port 23 — Telnet
• TCP port 25 — SMTP (Simple Mail Transfer Protocol)
• TCP and UDP port 53 — DNS (Domain Name System)
• TCP port 80—HTTP (Hypertext Transport Protocol)
• TCP port 110 — POP3 (Post Office Protocol version 3)
• TCP and UDP port 135 — Windows RPC
• TCP and UDP ports 137–139 — Windows NetBIOS over TCP/IP
• TCP port 1433 and UDP port 1434 — Microsoft SQL Server
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Cybersecurity & Infrastructure Security Agency - CISA
https://www.cisa.gov/free-cybersecurity-services-and-tools
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Free Tools – SecurityScorecard
https://securityscorecard.com/instant-security-scorecard
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';--have i been pwned?  https://haveibeenpwned.com/
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Free Tools - https://www.sophos.com/en-us/free-tools
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Free Tools - https://www.sophos.com/en-us/free-tools
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Free Tools - https://www.sophos.com/en-us/free-tools
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Free Tools – OpenDNS
https://www.opendns.com/home-internet-security/
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Free Tools – OpenDNS
https://www.opendns.com/home-internet-security/
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CYBER LIABILITY INSURANCE DENIAL
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CYBER LIABILITY INSURANCE

As the threat landscape continues to expand, many insurance 
companies are restricting payouts by creating more claim exceptions 
and exclusions. 

While some of these are clearly stated, others are hidden within 
confusing policy applications. This leaves many policyholders holding 
the short end of the stick when the insurer looks to disqualify a claim. 

Here are the five most common reasons cyber liability companies 
deny claims:
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1. COMPANIES HAVE POOR PREVENTION PRACTICES IN PLACE

The number one reason insurance companies deny claims is because 
clients fail to comply with insurance policy practices to secure data. 

For example, some providers require you to install security software 
programs and regularly check your network for security threats. 

Others mandate that you change your passwords regularly, access your 
databases through a secure server and take other security precautions.

Review your policy carefully to understand what’s required.
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2. COMPANIES FAIL TO DOCUMENT PREVENTATIVE MEASURES

The key to ensuring insurance payouts is documentation before disaster 
strikes. 

Delivering reports that show due care to maintain a secure environment is 
one way to help you get paid. 

To avoid any hassles, be sure to always have accurate and updated 
documentation.
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3. A THIRD PARTY OR CONTRACTOR IS AT FAULT

A security lapse in a third-party vendor’s network could result in the 
claim being denied by the insurer. 

Ongoing assessments can help identify and fix security gaps before 
threat actors gain a foothold.



77

4. ACCIDENTAL ERRORS AND OMISSIONS

Building out bulletproof evidence in your favor ahead of time will 
help you make an undeniable claim for maximum payout.

Reporting, coupled with detailed compliance, is essential in 
recuperating costs from an attack. 

The documented evidence should include everything you have done 
to abide by the terms put forth by the insurer.
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5. COVERAGE DOESN’T EXTEND BEYOND INTERRUPTION 
TIMEFRAME

Liability insurance plans vary, and you should pay close attention to 
coverage timeframes. 

It could mean the difference between covering all your losses versus 
just a small percentage.

Both ransomware attacks and ransomware insurance coverage are 
on the rise. 

Unfortunately, companies with ransomware coverage are finding 
that cyber policies are not always the silver bullet they expected.
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Survival Guide
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Tip #1 – Remember that YOU are a target to hackers.

• Don't ever say "It won't happen to me". We are all at risk and the stakes are high 
- to your personal and financial well-being, and to the companies standing and 
reputation.

• Keeping company computing resources secure is everyone's responsibility.

• By following the tips below and remaining vigilant, you are doing your part to 
protect the company, yourself and others.
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Tip #2 - Keep software up to date

• Installing software updates for your operating system and programs is critical. 
Always install the latest security updates for your devices.

• Turn on Automatic Updates for your operating system.

• Use web browsers such as Chrome or Firefox that receive frequent, automatic 
security updates.

• Make sure to keep browser plug-ins (Flash, Java, etc.) up to date.

• Utilize Machado Consulting to find other software on your computer that needs 
to be updated.
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Tip #3 - Avoid Phishing scams - beware of suspicious emails and 
phone calls
• Phishing scams are a constant threat - using various social engineering ploys, 

cyber criminals will attempt to trick you into divulging personal information such 
as your login ID and password, banking or credit card information.

• Phishing scams can be carried out by phone, text, or through social networking 
sites - but most commonly by email.

• Be suspicious of any official-looking email message or phone call that asks for 
personal or financial information.
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Tip #4 - Practice good password management

• We all have too many passwords to manage - and it's easy to take short-cuts, like 
reusing the same password. A password management program can help you to 
maintain strong unique passwords for all your accounts. These programs can 
generate strong passwords for you, enter credentials automatically, and remind 
you to update your passwords periodically.

• Here are some general password tips to keep in mind:

￮ Use long passwords – 10 - 12 characters or more is recommended.

￮ Use a strong mix of characters, and never use the same password for multiple sites.

￮ Don't share your passwords and don't write them down (especially not on a post-it note 
attached to your monitor).

￮ Update your passwords periodically, at least once every 6 months (90 days is better).
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Tip #5 - Be careful what you click

• Train your people! 

• Avoid visiting unknown websites or downloading software from untrusted 
sources. These sites often host malware that will automatically, and often 
silently, compromise your computer.

• If attachments or links in email are unexpected or 
suspicious for any reason, don't click on it.



85

Tip #6 - Never leave devices unattended

• The physical security of your devices is just as important as their technical 
security.

• If you need to leave your laptop, phone, or tablet for any length of time - lock it 
up so no one else can use it.

• If you keep sensitive information on a flash drive or external hard drive, make 
sure to keep these locked as well.

• For desktop computers, lock the system screen when you walk away or its not in 
use.
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Tip #7 - Protect sensitive data

• Be aware of sensitive data that you come into contact with, and associated 
restrictions - review the company’s policies to understand data protection level 
requirements. In general:

• Keep sensitive data (e.g., SSN's, credit card information, client records, financial 
information, etc.) off your workstation, laptop, or mobile devices.

• Securely remove sensitive data files from your system when they are no longer 
needed.

• Always use encryption when storing or transmitting sensitive data.

• Unsure how to store or handle sensitive data? Contact Machado Consulting and 
ask!
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Tip #8 - Use mobile devices safely

• Considering how much we rely on our mobile devices, and how susceptible they are to 
attack, you'll want to make sure you are protected:

• Lock your device with a PIN or password - and never leave it unprotected in public.

• Only install apps from trusted sources.

• Keep your mobile device's operating system updated.

• Don't click on links or attachments from unsolicited emails or texts.

• Avoid transmitting or storing personal information on the device.

• Most handheld devices are capable of employing data encryption - consult your device's 
documentation for available options or contact Machado Consulting for help.

• Use Apple's Find my iPhone or the Android Device Manager tools to help prevent loss or 
theft.

• Backup your data.
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Tip #9 - Install anti-virus protection

• Only install an anti-virus program from a known and trusted source. Keep virus 
definitions, engines and software up to date to ensure your anti-virus program 
remains effective.

• For personally-owned systems and computers, Machado Consulting can 
recommend anti-virus software programs for Windows and Mac.
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Tip #10 - Back up your data

• Best Defense: BACKUPS, BACKUPS, BACKUPS!!!

• The single biggest thing that will defeat a security threat is having a good 
regularly updated backup

• Daily or nightly backups are good but hourly or real-time is better

• Take frequent backups and store them locally, offline and offsite

• 47% of enterprises and 37% of SMBs lost data and had to restore their data from 
backups

• 66% of those organizations saw recovery operations fail and were forced to pay 
the hacker
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Training your Employees: Your Last Line Of Defense

Security Awareness Training

• 88% consider Security Awareness Training as the most effective 
protection against ransomware.

• User awareness is the key to preventing ransomware attacks. 

• Provide annual training and testing for employees.

• Educate users against phishing emails, suspicious websites, and other 
scams.

• Provide Monthly Security Newsletters to stay vigilant.

• Remind users to think twice before clicking.
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Some additional tips to help keep you safe and secure online:

• When possible, ALWAYS use multi-factor authentication, MFA.

• Use a firewall - Mac and Windows have basic desktop firewalls as part of their 
operating system that can help protect your computer from external attacks.

• Use public wireless hot-spots wisely - follow these tips for staying safe.

• Be conscientious of what you plug in to your computer (flash drives and even 
smart phones can contain malware).

• Be careful of what you share on social networking sites.

• Monitor your accounts for suspicious activity.

• Bank or shop online only on trusted devices and networks - and logout of these 
sites when you've completed your transactions.
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Let’s review

• We learned what Cyber Security is

• Why we should care

• We learned how “bad” things happen

• We learned that we are ALL responsible

• We learned what risk is and what we can do about it

• We learned about some tools and software that we can use

• You’ve learned some Best Practices and a Survival Guide 
Checklist
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Questions?
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Contact info:

Helder Machado, MBA, CISSP, LTC Army (retired)
CEO / CISO
Machado Consulting
https://www.gomachado.com
helder@machadoconsulting.com
508-453-4700

https://www.gomachado.com/
mailto:helder@machadoconsulting.com

